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SWISS CYBER SECURITY

Assessing, reducing and insuring cyber risks




Companies are increasingly confronted with legal, regulatory and commer-
cial requirements. They are required to demonstrate that they process and
protect their information in an appropriate fashion.

At the same time, cyber crime threats are growing, but that‘s not the only
reason why companies need to give cyber security its proper importance
and to review it periodically.

CYBER ATTACKS ARE ONE OF THE BIGGEST RISKS TO BUSINESS

The corporate world is now more digital than ever. The associated benefits
are huge, but there is obviously also a flip side to every coin: The increasin-
gly digitalised business environment creates new opportunities for cyber
criminals. Companies need to focus their security planning for all pha-

ses of an attack - starting by identifying possible risks or vulnerabilities,
protecting their assets, but also detecting and responding to attacks and
ultimately recovering normal operations in the wake of a cyber security
incident.

Throughout all the reactive phases of an attack, cyber-insurance can deli-
ver added value and support. It complements your own security arrange-
ments, by offering comprehensive protection against cyber risks.

INFOGUARD QUICK CYBER SECURITY ASSESSMENT

The Quick Cyber Security Assessment helps you to assess your company's
security maturity level. This is done through interviews, workshops, policy
and process reviews by our security experts. The InfoGuard Quick Cyber
Security Assessment includes:

e Security scoring of your company
* Recording the real-life situation on the basis of interviews

e Studying the security, organisation and procedures of the
existing guidelines

* Quick analysis of the ISO/IEC 27001 standard or the
NIST Cyber Security Framework

* Development of proposals for making improvements that
prioritise and optimise the security strategy

* A summary of recommendations in a management report

INDEPENDENT STATUS REPORT ON YOUR CYBER SECURITY
The Quick Cyber Security Assessment enables InfoGuard to assess whe-
ther processes and technological security measures, together with the

human factor, comply with “good practice” guidelines.
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Our experts assess your security maturity level based on our long-standing
experience and the ISO/IEC 27001 security framework, the NIST Cyber
Security Framework and the CIS Top 20 Critical Security Controls. By doing
so we identify potential areas for improvement, assess the degree of your
vulnerabilities and define the priority measures in a management action
plan. With the measures that we develop, you will be given recommenda-
tions on how to minimise your security risks. In a nutshell, the purpose of
the Quick Cyber Security Assessment is to identify risks, minimise them by
taking the appropriate countermeasures, and so maximise the value of your
investment in security.

CYBER RISK CALCULATOR

Subsequently, we will quantify your company-specific residual cyber risks
or to put it more precisely the potential costs and damages of a cyber
securtiy incident by using the Funk Cyber Risk Calculator (CRC). In a cyber
risk dialog, the CRC results are examined and finally approved.

This enables you to address the insurable cyber risks and decide on the
need for a cyber-insurance with a minimum of effort.

Ultimately, we will provide you with a solid base for the decision-making
process regarding cyber-insurance. This includes the results of the analysis,
recommendations for improving cyber security and the conditions at which
the residual risks can be transferred to the insurance market.



TEAMWORK
ENSURING YOUR SECURITY

Together with our partner Funk Insurance Brokers AG, we are offering you
this Quick Cyber Security Assessment. When dealing with cyber risks, you
will benefit from our stringent, comprehensive approach to consulting.

AN ALL-ROUND SENSE OF SECURITY - WITH FUNK

Funk Insurance Brokers AG in Liechtenstein and Switzerland is represented
by over 90 employees in Basel, Berne, Lucerne, St. Gallen, Vaduz and
Zurich. Funk is a consulting company specialising in risk, pension and
insurance management. The family-owned Funk Group was founded in 1879
and currently employs around 1,300 people at 33 locations in Europe.

Funk has its own international network known as ,The Funk Alliance®, giving
it a worldwide presence and offering companies global solutions.

CYBER SECURITY EXPERTISE FROM SWITZERLAND

InfoGuard is a leading Swiss company that provides comprehensive
solutions for cyber security and innovative network solutions. With over 150
security specialists based in Zug and Berne, InfoGuard provides information
security for in excess of 300 customers in Switzerland every single day. Its
expertise includes customised services in the sectors of security consulting
and security audits, as well as the architecture and integration of leading
network and security solutions. The Swiss cyber security expert provides
state-of-the-art cloud, management and SOC services from its ISO 27001
certified InfoGuard Cyber Defence Center in Switzerland.
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