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InfoGuard further expands cyber security offering for 1&1 Versatel business
customers

InfoGuard and 1&1 Versatel are expanding their partnership to include cyber security. As part of the
collaboration, InfoGuard will make its comprehensive cyber security expertise and security portfolio
available to 1&1 Versatel’s business customers — ranging from Cyber Defence and Managed Detection &
Response to Incident Response, Penetration Testing and Security Consulting.

The increasing severity of the cyber threat landscape is creating growing challenges for companies seeking to
securely operate distributed IT infrastructures comprising cloud services, hybrid working models, as well as loT and
OT environments. At the same time, regulatory requirements and the increasing professionalisation of threat actors
are adding further pressure to act. Against this backdrop, demand is growing for integrated solutions that combine

connectivity, cyber security expertise and operations from a single provider.

Through the partnership, 1&1 Versatel is expanding its business customer portfolio to include InfoGuard’s cyber
security services. This gives companies access to comprehensive security expertise and professional services

designed to sustainably protect their digital infrastructure.
Comprehensive cyber security expertise from InfoGuard
The following InfoGuard solutions and services are now also available through 1&1 Versatel:

e Cyber Defence: 24/7 Managed Detection & Response (MDR), SOC, CSIRT and Incident Response
services. InfoGuard’s own Cyber Defence Centers in Germany and Switzerland enable continuous
monitoring, analysis and rapid response to cyber threats. The SOC services are ISO 27001 certified and
audited in accordance with ISAE 3000 Type 2. InfoGuard is also a BSI-qualified APT Response service
provider.

¢ Managed Security Services: Operation and protection of security and network infrastructures — reliably and
continuously, with the aim of reducing the workload of internal IT and security teams.

o Penetration Tests & Security Consulting: Systematic identification of vulnerabilities through penetration
testing and Red Teaming, as well as strategic consulting, risk assessments and support in meeting

regulatory requirements such as NIS2 and DORA.
Bringing security and connectivity together

It is becoming increasingly clear that modern IT security and secure connectivity complement each other effectively:
based on a high-performance and protected network underlay, the consistent protection of IT and cloud environments
is becoming increasingly important. By combining connectivity and security services through a single provider, 1&1
Versatel makes it significantly easier for customers to integrate both areas and ensure comprehensive, end-to-end

protection.

The offering is particularly aimed at companies with demanding information security, availability and compliance
needs, as well as organisations required to comply with regulatory frameworks such as NIS2 or DORA. They gain
access to a comprehensive security portfolio that combines prevention, detection, response and strategic consulting

— helping them strengthen their long-term cyber resilience.
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“The increasing automation and professionalisation of cyber attacks — particularly through the use of Al —is
presenting companies with ever greater challenges. What is needed today are security solutions that combine
protection, transparency and rapid response capabilities. With 1&1 Versatel, we have a strong partner at our side with
outstanding infrastructure and network expertise. Together, we create genuine added value for our customers by
holistically combining modern cyber security expertise with high-performance communications solutions and helping
them sustainably strengthen their cyber resilience.”

Daniel Heinzig, Chief Sales Officer, InfoGuard Deutschland GmbH

“Many companies today operate highly interconnected IT environments with a constantly growing attack surface. At
the same time, they often lack the internal resources required to consistently implement and operate security
measures. InfoGuard strategically complements our portfolio with proven expertise in Cyber Defence, Managed
Detection & Response and Incident Response. Together, we provide our customers with holistic support — from
secure, high-performance infrastructure to the professional detection and defence of cyber attacks. In doing so, we
enhance security, reduce complexity and help companies successfully address increasing regulatory and security
requirements.”

Ahmet Yayan, Chief Operating Officer, 1&1 Versatel
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About InfoGuard

InfoGuard specializes in comprehensive cyber security with a holistic 360° approach. Its portfolio includes Cyber Defence
& SOC/MDR-Services, Incident Response, Managed Security & Network Solutions for IT, OT and cloud infrastructures, as well
as Al & Cloud Security, architecture, engineering, penetration testing, red teaming and security consulting.

The SOC services are provided from the ISO 27001-certified and ISAE 3000 Type 2 audited Cyber Defence Centers in
Switzerland and Germany — with 24/7 operation and continuous staffing. More than 350 security experts protect over 1,000
customers in Switzerland, Germany and Austria around the clock. Customers include leading banks, insurance companies,
industrial and energy providers, retail companies, service providers, public authorities and hospitals.

InfoGuard is headquartered in Baar/Zug, with offices in Bern, Frankfurt, Munich, Disseldorf and Vienna. InfoGuard is ISO/IEC
27001:2022 and ISO 14001 certified, a BSI-qualified APT response service provider and a member of FIRST (Forum of Incident
Response and Security Teams).

Further information on services, solutions and press releases is available at https://www.infoguard.ch.
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