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CYBER THREAT
INTELLIGENCE SERVICE

Continuous and customised Cyber Threat Intelligence
gives you a 360° view of all potential threats.

Our service is the perfect foundation for your business intelligence framework and provides proacti-

ve protection of your company assets. The Security Analysts at our InfoGuard Cyber Defence Center
identify threats to your company, networks, systems, applications and services before they have time
to take hold, recommend specific, effective countermeasures and provide you with vital insights into

targeted prevention, defence and reaction.

¢ We determine the threat situation based on the specific threat to your company and industry.

¢ Customised, systematic monitoring on the darknet, the Tor network, hacker forums, the Internet,
blogs, social media, IRC channels etc.

¢ Targeted search for your digital footprints, documents, applications, passwords, credit card details,
attack vectors, malware and cyber-campaigns.

¢ Surveillance and assessment of Cyber Threat intelligence feeds.

¢ In-depth Cyber Threat Intelligence analyses with real-time alerting and escalation.

¢ Periodic management reporting indicates your current threat situation and changes of the threat
level.
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Cyber Threat Intelligence Service

InfoGuard’s team of Cyber Threat Analysts tackle the current threat situation head-on, analysing
surveillance information from the darknet, threat intelligence feeds and several other sources. They
also possess a wealth of experience in penetration testing, ethical hacking and APT detection and
prevention, enabling them to determine which security threats your company or industry faces.
Our Cyber Threat Intelligence Service is available as a one-off analysis or as ongoing support.

Information gathering

We gather and process relevant information, both automatically and manually, from a wide range of
sources such as the darknet, the Tor network, hacker forums, the Internet, blogs, social media, IRC
channels and more. We also conduct a targeted search for your digital footprints, usernames and
passwords, applications, confidential documents, credit card details and other attack vectors.

Context-based Cyber Threat Analysis

Our Cyber Threat Analysts scrutinise and evaluate all the data they gather to determine the threats and
risks based on the customer’s specific situation (threat modelling).

Cyber Threat Intelligence Report

The results of the customer-specific analysis are presented in a detailed report which shows the current
threats and cyber risks that are relevant to the company or industry. We recommend and explain any
appropriate countermeasures that can be taken against these risks.
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