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SERVICE

Take advantage of our experience and expertise

¢ Qutsourcing to experienced security experts with specialised expertise

Goal-oriented, professional processes in accordance with “best practices” and proven procedures
Optimization of resources by sharing of specialists in areas such as organisation, compliance,
auditing, communications and engineering

« Added efficiency and flexibility in capacity bottlenecks situations

¢ Transparency in costs which are planned and monitored
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Implementing information security where and when required

Today, companies are well aware of the importance of information security. Even so, many will not have
sufficient personal or the expertise to address these issues. In many cases the expense and knowledge
needed to build up Information Security Management or to maintain it do not justify a full-time positi-
on.

In these situations InfoGuard offers a Security Officer Service as part of its outsourcing programme.
Our security experts assume the func-

Operative Security Management Aktivitaten

Permanante Tacks tions of an Information Security Officer.
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Projektbezogene Security Management Aktivititen

Security Projekte (Beispiele)
Identity & Access Management / Cloud » Collaboration / BYOD

Secure Email / 550 / MDM / Reform Security Organisation / NAC /

res prowdlng recommendations in
Projekte der Linie / Beratung als Security Experte (Beispiele) d ” f d .
Autorsierung ;  Extranet , DLP ,  Mobile/Moviity  , siEM , .. , regardstoallaspects of data privacy
Data Exchange Gebaudesicherheit Big Data Management and information security. Throth this

program clients receive professional
support on a strategic, tactical and operational level.

Our Security Officer Service encompasses the following tasks:

¢ |nitial analysis in meeting legal guidelines while considering the business‘s processes
and risk situation

» Set-up and maintenance of an ISMS according to ISO 27001/2 or a data privacy
management system

* Development of a corporate-wide security policy together with directives and
guidelines for secure operation of the IT infrastructure

e Design and implementation of business continuity and disaster recovery measures

* Implementation of risk analyses, formulating suitable security measures and defining
IT and safety guidelines

e Set-up and examination of a suitable security architecture

e Authentication and access management

Definition and implementation of measures to raise employee awareness

e Support in the planning and implementation of various security projects

Coordination of projects in which information and data security are relevant

* Regular reviews of information security providing process and technology audits

Reporting and quality assurance of client‘s service performance at the appropriate
levels

InfoGuard - Your qualified partner for effective information security

Our experienced and certified security specialists enables them to serve as a link between manage-
ment, IT departments and its users in regards all security-related tasks. As our experts work exclusively
in the field of information security, they are always current with the very latest developments. By re-
leasing precious resources to where they are best utilized, InfoGuard‘s Security Officer Service ensures
the secure flow of information.

InfoGuard AG Office Bern
Lindenstrasse 10 Stauffacherstrasse 141

6340 Baar / Switzerland 3014 Bern / Switzerland INFOGUARD.CH
Phone+414174919 00 Phone +41 31556 19 00



